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Abstract: Internet of Things has received more and more attention, due to a wide range of potential
applications. In this paper, we propose a secure data aggregation framework for the Internet of Things.
It is based on fully homomorphic encryption. It is a form of encryption where any specific algebraic
operation performed on the plaintext is equivalent to the same algebraic operation performed on the
ciphertext.
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Internet of Things (IoT), Bill Gates mentioned in "The Road Ahead" in 1995[1]. However the
terms "Internet of Things" is, in fact, attributed to The Auto-ID Labs [2], a world-wide network of
academic research laboratories in the field of networked RFID and emerging sensing technologies.
Then ITU pointed out in its 2005 annual report of Internet of Things that developments were
rapidly under way to take this phenomenon an important step further, by embedding short-range
mobile transceivers into a wide array of additional gadgets and everyday items, enabling new
forms of communications between people and things, and between things themselves. A new
dimension has been added to the world of information and communication technologies (ICTs):
from anytime, anyplace connectivity for anyone, we would now have connectivity for anything [3].
With the "Smarter Planet" and "Sensing China" proposed, the technology research and application
of Internet of Things has set off a new high tide around the world. The Internet of Things is a
technological revolution that represents the future of computing and communications, and it will
be widely applied in ITS (Intelligent Transportation System), Smart Home System, Intelligent
Logistics System, Agricultural production, health care, industry monitoring system and so forth
and so on.

1 Security of IoT Data Aggregation
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Currently the industry has reached a consensus that Internet of Things can be divided into
three key levels[4]: the recognition layer, the network layer and the application layer, and in this
paper we make these three layers more detailed as shown in Fig.1. The first layer is the most basic
perceptual level, which consisting of huge number of sensor nodes and responsible for the data
gathering and recognition. Numerous nodes are powered by energy-limited batteries, and they
work cooperatively in various severe and open environments. Neighboring sensor nodes often
have overlapping sensing ranges, and therefore produce same or similar data resulting in large
volumes of redundant data. To conserve energy and bandwidth of resource constrained sensor
nodes, redundancy in individual sensor data is eliminated at intermediate nodes by performing
data aggregation.
Data aggregation is an efficient strategy to reduce data redundancy and transmission
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overhead. For example, when several samples from neighboring nodes are nearly identical, we just
need to send one of the samples to the higher nodes. And sometimes data gathered by neighboring
nodes at different time instants maybe correlated, we could aggregate these data with related
functions into a single high-efficiency one, and then send it to higher nodes. Meanwhile, what we
cannot ignore is that compared with traditional network, the nodes of IoT scatter in public or
unmanned surveillance or otherwise untrusted environments, which prompts a number of security
issues, (e.g., Information leakage, replay attack, denial of service, access control, authentication,
etc.). What’s more, the perception terminal maybe physically manipulated by attacker, then all the
information stored was revealed. And as the data aggregation of IoT is more inclined to deal with
the plaintext, which made IoT more vulnerable. Therefore, a secure data aggregation is very
important for IoT.

Fig. 1 Construction Of IoT
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Secure data aggregation of IoT should satisfy the following basic conditions：
Confidentiality: Only authorized nodes accessing and information transmission are allowed,
the perceptive nodes cannot leak any sensitive information to the surrounding environment, the
transmission of information communication between nodes should be in the form of ciphertexts,
and the outside world cannot get.
Authentication: The perceptive nodes are distributed in various severe and open
environments, the attacker can easily inject the forged false information to the nodes, or posing a
false perceptive node, the receiving node is only can make sure that the message is sent from the
correct node through the data origin authentication.
Integrity: Ensure that the information received by the receiving node is not illegally
modified for the duration of the communication.
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2 Secure Data Aggregation of IoT based on Fully Homomorphic
Encryption
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In order to ensure the confidentiality of the message, data should be transferred with
encrypted mode. However, when ciphertext arrives the aggregators, aggregators must decrypt
every message they receive, aggregate the messages according to the corresponding aggregation
functions, and encrypt the aggregation result before a transmission to an upper node. What's more,
all the related nodes need share secret keys. In this traditional case, it increases network overhead,
energy consumption and reduces network lifetime. In this paper, we take advantage of fully
homomorphic encryption to achieve a secure data aggregation framework of IoT.

2.1 Fully homomorphic encryption
The notion of homomorphic encryption was first posed by Rivest, Adleman and Dertouzos in
1978[5]: can we do arbitrary computations on ciphertext without ever decrypting it? This asks for
the seemingly fantastical ability to perform computations on encrypted data without being able to
"see" the data. Later, more and more scholars and researchers were doing empirical researches on
this "holy grail" of cryptography. A number of encryption systems that are either additively or
multiplicatively homomorphic or both (e.g., the GM encryption scheme, the El Gamal encryption
scheme, the Paillier encryption scheme,etc.). However, there was no an encryption scheme
supporting arbitrary computations on ciphertexts.
We let mi represent a plaintext, ci represent the corresponding ciphertext, pk represent
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a public encryption key, sk represent a secret decryption key, f
messagehandler function, Enc is the encryption algorithm, and
algorithm.
If given ci = Enc pk ( mi )

represent an arbitrary

Dec is the

decryption

i = 1,L , t and f (m1 , L , mt ) = Decsk ( f (c1 ,L , ct )) for

any function f .
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Craig Gentry using lattice-based cryptography showed the first fully homomorphic
encryption scheme [6] in 2009. It is the first plausible construction of a fully homomorphic
encryption scheme that enables computation of arbitrary functions on encrypted data and
producing compact ciphertexts. In May 2010, Nigel P. Smart and Frederik Vercauteren presented
a fully homomorphic encryption scheme [7] which had both relatively small key and ciphertext
size and achieved much more efficiency than Gentry's. In June 2010, Marten van Dijk and Craig
Gentry etc. used only elementary modular arithmetic, convert Gentry's techniques into a fully
homomorphic scheme [8] which merely uses addition and multiplication over the integers rather
than working with ideal lattices over a polynomial ring. In September 2010, Stehlé et al.
composed a faster fully homomorphic scheme based on ideal lattices which reduced complexity of
bit computation [9]. In May 2011, Brakerski et al. presented a fully homomorphic encryption
scheme that is based solely on the (standard) learning with errors (LWE) assumption [10]. And
homomorphic encryption was also elected as "10 Tech Concepts You Need to Know for 2011" by
Popular Mechanics [11], more and more attention is being paid to this concept nowadays.

2.2 Secure Data Aggregation based on Fully Homomorphic Encryption
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We take advantage of the particular property of fully homomorphic encryption to achieve a
secure data aggregation scheme. At each perceptive node we use public key cryptosystem to
encrypt the raw data, then transmit it to the higher aggregative node at which we use fully
homomorphic data aggregation scheme to aggregate the ciphertext, at base station we decryption
-3-

中国科技论文在线
110

http://www.paper.edu.cn

plaintext with private key.
As shown in Fig2, in the procedure of data communication and transmission, they are all in a
form of ciphertext, offering a concealment of data and ability to operate on ciphertexts which
ensuring the security of transmission. At the same time, complex manipulations at aggregative
node (such as decrypting, re-encrypting) can be eliminated which leading to improve the energy
utilization efficiency.
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Fig. 2 Secure Data Aggregation based on Fully Homomorphic Encryption

3 Conclusion
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In this paper we present a secure data aggregation framework based on fully homomorphic
encryption for IoT to improve data aggregation, energy efficiency and bandwidth utilization.
However, as fully homomorphic encryption is a developing and brand-new technology, to date,
none of the schemes proposed is efficient and all are far from ready to be used in pratical. And
there is no concrete fully homomorphic algorithm for data aggregation of the IoT. The future
research directions are to stay informed of what is coming up in fully homomorphic encryption,
make further researches into related algorithm, in order to propose a concrete data aggregation
scheme based on fully homomorphic encryption.
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物联网安全数据融合
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摘要：物联网作为新一代的信息技术有着巨大的发展潜力，从数据采集到融合再向上传输都
是由分布在各种恶劣和开放的环境之中的感知节点来完成，面临着各式各样的威胁，埋下了
安全隐患。本文将介绍密码学的最新进展——全同态加密技术，并且利用全同态在不解密密
文的条件下，对密文进行任何有效的操作处理，然后对处理后的密文进行解密，得到的结果
与对未加密的原始数据进行相同操作处理得到相同结果这一特性，提出一种物联网安全的数
据融合架构。
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